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FOREWORD

This mlitary standard is approved for use by all Departnents
and Agencies of the Departnent of Defense.

Beneficial coments (recommendations, additions, deletions)
and any pertinent data that nmay be of use in inproving this
M L- STD shoul d be addressed to:

Joint Interoperability and Engi neering Agency(Jl EOQ
ATTN. TBBD

Bui | di ng 286

Fort Monnout h, New Jersey 07703-5613

by using the Standardizati on Docunent inprovenent Proposal (DD
form 1428) appearing at the end of this ML-STD or by
menor andum

The preparing Agency for this standard is the Data
Conmmuni cation Protocol Standards(DCPS) Technical Managenent
Panel (DTMP). The custodians for the docunent are defined in
t he Defense Standardization Program "Standard D rectory(SD 1)
and are classified in the Federal Supply d assification(FSC
system under Data GComunication Protocol Standards(DCPS).
Addi tional information can be obtained from

Joint Interoperability and Engi neering Agency(Jl EOQ
ATTN. TBBD

Bui | di ng 286

Fort Monnout h, New Jersey 07703-5613

The CSL and the Standard Security Label (SSL) (FIPS 188)
devel oped by N ST have been extensively coordinated so that
the standards portion of both be essentially identical. In
addition the CSL will be revised to reference the SSL once the
SSL is published, however, the revised CSL w |l have no i npact
on Project Managers that inplenent this version of the CSL.
The CSL differs from the SSL in that the CSL contains
standards inplenmentation guidance for DoD Program Managers
with 1nmmnent acquisitions. No inplenentation guidance is
contained in (or planned for) the SSL.
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1. SCOPE

1.1 Scope. This docunent establishes the specifications for
the COVMON SECURI TY LABEL (CSL). This protocol data unit
enabl es the | abeling of information as it passes through
comuni cations systens. The format of the CSL option nmakes
it possible to include the CSL in the options section of
communi cations protocols (such as the TCP/IP protocols or
Transport Protocol Cass 4 (TP4)/ Connectionl ess Network
Protocol (CLNP)) and for end and internedi ate devices to
parse the option and utilize the security information in the
| abel .

1.2 Content. This docunent specifies the requirenments to be
nmet by conplying systens. It is not the intent of this
docunent to specify any particul ar hardware or software
design for inplenentation.

1.3 Application. This standard is applicable to the
Departnent of Defense and nmay be adopted by the Intelligence
Community. The standard is applicable to the design and
devel opnent of new equi pnent, assenbl ages, and systens. It
is also applicable to the operation of existing systens but
it is not intended that existing systens be i mediately
converted to conply with this standard. New equi pnent and
systens, those undergoing maj or nodification, or those
capabl e of rehabilitation shall conformto this standard.

1.4 ojectives. The objectives of this docunent are: to
provi de systemrequi renents that ensure interoperation of
equi pnent and systens consistent with mlitary requirenents
and to achieve the necessary degree of performance and
interoperation in the nost econom cal way. The standard
provides a neans to | abel data as it passes through

comuni cations systens; provides a | abeling format which can
be used by encryption and guard protocols can use in their
deci sion nmaking; and a format for comruni cations which
enabl es end systens then use to maintain security |abels on
stored and di splayed data. This docunent does not specify
security label formats for operating systens, DBMSs, etc.
but is for conmunications systens usage.
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2. APPLI CABLE DOCUMENTS

2.1 Governnent Docunents.

2.1.1 Standards. The follow ng standards forma part of this
docunent to the extent specified herein. Unless otherw se
specified, the issues of these docunents are those listed in
t he Departnent of Defense Index of Specifications and

St andards (DODI SS) and suppl enent thereto.

FEDERAL STANDARDS

FED- STD- 1037B - Tel ecommuni cations: d ossary
of Tel ecomuni cati ons Ter ns,
3 June, 1993

(Copi es of the above Federal Standard are avail able from
General Services Adm nistration, GSA Specification Section,
Room 6654, 7th and D Streets S.W, Washington, D.C. 20407;
t el ephone (202) 472-2205.)

FIPS PUB 146-1 Gover nnent Qpen Systens
| nt erconnection Profile
(GosIP), 3 April, 1991

(Copi es of the above docunent can be obtained from Nati onal
Techni cal Information Service. U S. Departnent of Conmerce,
5285 Port Royal Road, Springfield, VA 22161.)

NSTI SSI No. 4009 Nati onal | nformation Systens
Security (I NFOSEC) d ossary,
5 June 1992.

(Copi es of the above docunent can be obtained by contacting
the NSTI SSC Secretariat at 301-688-7355.)

M LI TARY STANDARDS

M L- STD- 2045- 14502 DoD Standardi zed Profiles -
I nternet Transport Profiles -
Part 1: Transport Services,
February 1994.

(Copi es of the above docunent are avail able fromthe Defense
I nformati on Systens Network (DI SN) Information Center, 14200
Par k Meadow Drive, Suite 200, Chantilly, VA 22021, tel ephone
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(800) 365-3NIC or (703) 802-8400, or as part of the DDN
Handbook v. 1., A166324, fromthe Defense Technical Center,
Canmeron Station, Al exandria, VA 22304-6145, tel ephone
(703) 274-7633.)

2.2 Non- Governnment Publications. The foll ow ng docunents
forma part of this docunent to the extent specified herein.

| NTERNATI ONAL STANDARDS

| SO 7498 - (Open Systens | nterconnection
Basi ¢ Reference Model,
I nternational Organization
for Standardi zation
Switzerl and

(Copi es of the above docunent are avail able from OQmicom
Inc., 115 Park Street, SE, Vienna, VA 22180-4607, tel ephone
(800) 666-42660 or (703) 281-1135.)

RELATED STANDARDS

RFC 791 - Internet Protocol, Postel, J.B.1981
RFC 792 - Internet Control Message Protocol,
Postel, J.B. 1981.

RFC 950 - Internet subnetting procedure
Mogul, J.C. 1985
RFC 1108 - Security Options for the Internet

Protocol, Kent, S. 1991.

(I'nformation on how to obtain copies of the above is
available fromthe Internet Network I nformation center
(I'NTERNI C) tel ephone 800-444-4345.)

2.3 Order of precedence. In the event of a conflict between
the text of this standard and the references cited herein,
the text of this standard shall take precedence. Nothing in
this standard, however, shall supersede applicable |aws and
regul ati ons unl ess a specific exenption has been obtai ned.
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3. DEFI NI TI ONS

3.1 Definition of terns. Definition of terns used in this
docunent shall be as specified in FED STD 1037. Those
definitions of ternms unique to this standard and not defi ned
in FED- STD- 1037 are provided in the foll ow ng subparagraphs.

3.1.1 Bit Oder: This is a standard ordering of bits as they
are transmtted over a DDN or OSI network. Bits within bytes
are transmtted fromnost significant bit (MSB) to | east
significant bit (LSB)

3.1.2 Destination system This is the information system
that is identified by the destination address in the
protocol data unit header. This systemw ||l be the one to
receive the protocol data unit and pass it to an upper | ayer
pr ot ocol .

3.1.3 DAC. Discretionary Access Control is used to control
access to objects based on the identity of subjects and/or
the groups to which they belong. The controls are
discretionary in the sense that a subject with a certain
access perm ssion is capable of passing that perm ssion
(perhaps indirectly) on to any other subject at the

subj ect’s discretion.

3.1.4 DAO: A collection of systens that share a sane set of
security policies and a comon interpretation of security
attributes forma Domain of Interpretation (DA).

3.1.5 DO authority: The DA authority is the organization
that has obtained a DO identifier. The authority is
responsi bl e for defining and requesting registration for and
distributing the DO mappi ng.

3.1.6 DO ldentifier: The DO ldentifier is the nunber used
in the CSL header to uniquely represent a DO .

3.1.7 End system This refers to either the source or
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destination system

3.1.8 Internediate System A system perform ng functions of
the lower three layers of the OSI Reference Mdel, comonly
t hought of as routing data for end systens.

3.1.9 ICWP:. The Internet Message Control Protocol is a
conpani on protocol to IP which provides feedback concerning
probl ens in the comuni cati ons environnment.

3.1.10 IP. The Internet Protocol is a protocol above the
network layer. It provides a connectionless service for end
systens to conmuni cate across one or nore networks.

3.1.11 1SO The International O ganization for

St andardi zation is an international agency which is a

vol untary, nontreaty organi zati on whose nenbers are
participating nations and nonvoting observer organi zations.

3.1.12 Label range: This is a pair of security |abels which
detail the security |abels a subject nay access. It is
assuned that all objects whose |abels fall within this
range, inclusive, are accessible by the subject.

3.1.13 MAC:. Mandatory Access Control is a nechanismused to
control access to resources based on the | evel of
sensitivity as indicated by the security |abel. Wth MAC,

t he system control s access.

3.1.14 M.S: Multi-Level Security (M.S) is the practice of
gi ving host or network resources a sensitivity |abel and
restricting access to those resources based on a users

cl earance | abel range.

3.1.15 Network byte order: This M L-STD assunes the nost
significant byte/octet is transmtted first.

3.1.16 hject: An object is a network resource to which
access by a subject nust be controlled in accordance with
the Il ocal security policy. Exanples of objects for networks
are: protocol data units, applications, configuration
paraneters, connections, and networKks.

3.1.17 Protocol Data Unit: A unit of data specified in a
prot ocol and consisting of protocol information and,
possi bly, user data.

3.1.18 Release marking: A release marking provides a |ist
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of authorized subjects who may access the associ ated obj ect.
The rel ease marking is nade up of rel ease categories.

3.1.19 Rel ease category: The rel ease category represents a
subj ect or group of subjects that may access an object.

3.1.20 Security attribute: A security-related quality of an
obj ect.

3.1.21 Security domain: A collection of entities to which
applies a single security policy executed by a single
authority.

3.1.22 Sensitivity category: A sensitivity category is a
security attribute that describes in absolute terns a

protection requirenent (i.e., is not related to a protection
hi erarchy.)
3.1.23 Sensitivity level: Security attribute that indicates

a required level of confidentiality protection according to
a predefined protection hierarchy. The level is

hi erarchi cal in ascending order, neaning that level N
represents greater sensitivity than | evel N 1.

3.1.24 Source system This is the information systemthat
originated the protocol data unit with the CSL | abel.

3.1.25 Subject: The subject is an active entity that
requests access to a particular object. Exanples of

subj ects are hosts, network, conputer processes, and users.
A subject can al so be an object.

3.1.26 Vector, binary valued: An n-conponent binary-val ued
vector A= (a,a,...,a) is an ordered list of n binary
values a, = 0 or 1.

3.1.27 Vector sum The sum of two n-conponent binary-val ued

vectors A= (a,a,...,a) and B = (b,b,...,b) is A+ B =

(a,tb,,a+b,...,a+b) where 0 + 0 =0 and 0 + 1 =1+ 0 =
1+1=1.

3.1.28 Vector Product: The product of two n-conponent

bi nary-val ued vectors A = (a,a,...,a), and B =

(byb,...,b) is AB = (acb,asb,...,aeb) where 00 =

Oel = 1«0 = 0 and 11 = 1.
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4. GENERAL DESCRI PTI ON

The CSL allows the attachment of specific security
attributes associated wth the data in a protocol unit. This
data can be used to perform security decisions at
comuni cations |layers. CSL can support a |large set of
security domains and policies with differing interpretations
of security attributes. An extendible format allows for
multiple sets of security attributes as well as the addition
of new attribute types in the future.

Thi s docunent defines the basic format and processing
procedures for the CSL. In addition, it defines the
specific attribute formats and procedures to support the DOD
Mandat ory Access Control Security Policy as well as a
Rel ease Markings Security Policy.
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5. DETAI LED REQUI REMENTS

5.1 General

The basic format of the CSL is shown below. A fixed
format header is followed by a variable Iength tag section.

CSL Header Tag Section

Figure 1. GCeneral CSL Fornat

A single CSL may include nmultiple tags.
5.2 Header

The CSL header identifies the CSL and contains the
Domain of Interpretation (DA) Identifier which is used to
interpret the tag section.
5.2.1 Format

The format for the CSL header is shown in Fig. 2.
NNNNNNNN | LLLLLLLL {BDDDDBDDbDDDDDDDDDDDDDDDDDDDDDDDDDD

Security Length Domain O Interpretation
Label of CSL | dentifier
| dentifier

Figure 2: CSL Header For mat
5.2.1.1 Security Label Identifier

The first field is a one octet security | abel
identifier field. The IP, 1SO GOSIP, security |abel
identifier (option nunber) assigned to CSL is 134 which
indicates it is class 0, nunber 6, and that it will be
copi ed on protocol data unit fragnmentation.

5.2.1.2 Length of CSL

The one octet CSL length field represents the length in
octets of the entire CSL including all tags and the CSL
security label identifier and length fields.
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5.2.1.3 Domain of Interpretation (DA) ldentifier

The DO Identifier is 4 octets in length and stored in
network byte order. The security attributes contained in
the tag section wll have neaning to systens within the sanme
security domain as specified by the DO .

DA ldentifier nunbers supported nust be configurable
by the system adm ni strator.

5.3 General Tag For mat

Tags are independent data elenents within a CSL that
convey security attributes. A CSL will include O or nore
tags in any order. The purpose of tags is to provide an
extensible method to pass security attributes using
predefined formats and relating to a general security
policy, such as DOD MAC security policy.

5.3.1 Format

The standard format for a CSL tag is shown bel ow.

tteetett (LLDDLDDID iiiiiii

Tag Type Tag Length Tag I nformation
Figure 3. GCeneral Tag Fornmat

The tag type is one octet in length and is used to
identify the specific format and processi ng procedures
associated with the tag information field. The section
bel ow descri bes nore on tag types. The tag length is one
octet in length and gives the total octets in the tag
including the tag type and length fields.

5.3.2 Tag Type

The tag type is a nunber between 0 and 255. Tag types
0 through 127 are used for standard tag definitions. For
these standard tags the tag type nunber alone will identify
the format for the tag information field. The DA then
determ nes the semantics for a given tag. This docunent
defines standard tag types 1, 2, 5, and 6. Tag types 0, 3,
and 4, and 7 through 127 are currently reserved for future
use. Tag types 128 through 255 can be defined by the DO
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authority.

5.4 Tags

The three tags defined bel ow represent three different
ways to format a sensitivity label. Each of themstore a
sensitivity hierarchical level in a one octet field.
5.4.1 Tag Type 1

This is referred to as the "bit-nmapped" tag type. The
format of this tag type is as foll ows:

00000001 | LLLLLLLL | 0OO000000 | LLLLLLLL (CCCCCCCCC...I

TAG TAG ALI GNMENT SENSI TIVITY BIT MAP OF
TYPE LENGTH  OCTET LEVEL CATEGORI ES

Figure 4. Tag Type 1 For nat
5.4.1.1 Tag Type
This field is 1 octet in length and has a val ue of 1.
5.4.1.2 Tag Length
This field is 1 octet in length. 1t gives the total
}?QPEQ_Of the tag in octets including the type and | ength

5.4.1.3 Alignnent Cctet

This field is 1 octet in length and al ways has the
val ue of 0.

5.4.1.4 Sensitivity Level

This field is 1 octet in length. |Its value is a binary
nunber with value fromO to 255 decimal. The values are
ordered with O being the m nimum val ue and 255 representing
t he maxi num val ue.
5.4.1.5 Bit Map of Categories

The length of this field is variable and ranges fromO

to 30 octets. This provides representation of sensitivity
categories O to 239. The ordering of the bits is left to

10
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right or MSB to LSB. For exanple category 0 is represented
by the nost significant bit of the first byte and category
15 is represented by the |l east significant bit of the second
byte. Figure 5 graphically shows this ordering. Bit Nis
binary 1 if category Nis part of the |abel for the protoco
data unit, and bit Nis binary O if category Nis not part
of the label. Mniml encoding should be used resulting in
no trailing zero octets in the category bit map. That is,
the final right octet in a bit map in a transmtted CSL
shoul d contain at least a single 1.

octet 0 octet 1 octet 2 octet 3 octet 4

HOXOXKXAKK XXX XKHKHKHKIHK XXX XHXXHXXXXX
bit 01234567 89111111 11112222 22222233 33333333
nunber 012345 67890123 45678901 23456789

Figure 5. Odering of Bits in Tag 1 Bit Mp

A bit map is a binary-valued vector V = (v, Vv, ...,V )
where v, = 0 or 1 and where n is the nunber of octets in the
vector. [Each category to be represented in the vector for a
specific DO is assigned a position in the vector
corresponding to an i in a specific v,.. |f the value of v
is althe category is in the CSL, if the value is O it is
not. For exanple, if v, is assigned the category "suspect
vehicle" and v, the category "suspect aircraft” then if vy,
= 01 the CSL bit map indicates the marking "suspect
aircraft” (and not "suspect vehicle.") The final rightnost
octet in a transmtted CSL category bit map shoul d contain
at | east one v, = 1.

5.4.2 Tag Type 2
This is referred to as the "enunerated" tag type. It

can be used to describe large sets of sensitivity
categories. The format of this tag type is as foll ows:

00000010 | LLLLLLLL| OO000000| LLLLLLLL i CCCCCCCCCCCCCCC. . . |

TAG TAG ALI GNMENT SENSI TI VI TY  ENUMERATED
TYPE LENGTH OCTET LEVEL CATEGORI ES

Figure 6. Tag Type 2 For nat

11
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5.4.2.1 Tag Type

This field is one octet in length and has a val ue of 2.
5.4.2.2 Tag Length

This field is 1 octet in length. 1t gives the total
|l ength of the tag type including the type and length fields.

5.4.2.3 Aignnent Cctet

This field is 1 octet in Iength and al ways has the
val ue of O.

5.4.2.4 Sensitivity Level

This field is 1 octet in length. Its valueis fromO
to 255. The values are ordered with O being the m ni num
val ue and 255 representing the maxi num val ue.

5.4.2.5 Enunerated Categories

In this tag, a category is represented by a nunerical
val ue rather than by a position within a bit map. The
| ength of the enunerated category field is O to 251 octets.
The I ength of each category nunber is 2 octets. Valid
val ues for categories are 0 to 65534 decinmal. Category
65535 is not a valid category val ue.

Si nce each category to be represented by the CSLs for
a specific DO is assigned a 16 binary-bit value, a table
can be made of the assigned values. For exanple, if the
category "suspect vehicle" is assigned the val ue
0000010000010010 and the category "suspect aircraft” the
val ue 0000010000010011 a section of this table would be

0000010000010010
0000010000010011

suspect vehicle
suspect aircraft

Not e that al phanunmeric codes can be used to assign
values to the 2 octet CSL enunerated category nunbers. For
exanple, if, for a specific DO, SV is used for suspect
vehi cl es and SA for suspect aircraft, the ANSI-ASCI| codes
for AA S, V are 10000011, 10100111, and 10101101 (with odd
parity) and so the assignnent woul d be

1010011110101101 = SV = suspect vehicle

12
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1010011110000011 = SA = suspect aircraft

Each 2-octet nunber is a 16 binary-bit vector V =
(VyVy oo, V) Where the v, = 0 or 1. Each CSL tag type 2
then contains a list of vectors each representing a
category. Each category associated with a CSL is then
represented by a vector in the CSL |ist.

5.4.3 Tag Type 5

This is referred to as the "range" tag type. It is
used to represent | abels where all categories in a range, or
set of ranges, are included in the sensitivity |abel. The

format of this tag type is as foll ows:

00000101 | LLLLLLLL| OO000000| LLLLLLLL 'Top/ Bottom Top/ Bottom!

L 1
|

TAG TAG ALl GNVENT  SENSI TI VI TY CATEGORY RANGES
TYPE LENGTH OCTET LEVEL

Figure 7. Tag Type 5 For nat

5.4.3.1 Tag Type

This field is one octet in length and has a val ue of 5.

5.4.3.2 Tag Length

This field is one octet in length. It gives the total
|l ength of the tag type including the type and length fields.

5.4.3.3 Alignnent Cctet

This field is one octet in length and al ways has the
val ue of 0.

5.4.3.4 Sensitivity Level
This field is one octet in length. Its value is fromO
to 255. The values are ordered with O being the m ninum
val ue and 255 representing the maxi mum val ue.
5.4.3.5 Category Ranges

A category range is a 4-octet field conprised of the 2-
octet index of the highest-nunbered category followed by the

13
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2 octet index of the | owest-nunbered category. These range
endpoints are inclusive wthin the range of categories. Al
categories wthin a range are included in the sensitivity

| abel. This tag may contain a maxi num of 7 category pairs.

Figure 7 shows two categories pairs. The bottom category
endpoint for the last pair in the tag may be omtted in
whi ch case it should be assuned to be 0. The ranges nust be
non-overl apping and be listed in descending order. Valid
val ues for categories are 0 to 65534. Category 65535 is not
a valid category val ue.

5.4.4 Tag Type 6

This is referred to as the "rel ease marki ngs" tag type.
The format of this tag type is as follows:

00000110 LLLLLLLL | 00000000 SSSSSSSS | CCCCCCCC. . ...

TAG TAG ALI GNMENT SENSI TIVITY BI'T MAP OF
TYPE LENGTH OCTET LEVEL RELEASE
CATEGORI ES

Figure 8. Tag Type 6 For nat

5.4.4.1 Tag Type

This field is one octet in length and has a val ue of 6.
5.4.4.2 Tag Length

This field is one octet in length. It gives the total
|l ength in octets of the tag type including the type and
| ength fields.
5.4.4.3 A ignnent Cctet

This field is one octet in |length and al ways has the
val ue 0.

5.4.4.4 Sensitivity Level
This field is one octet in length. Its value is fromO

to 255. The values are ordered with O being the m ninum
val ue and 255 representing the maxi mum val ue.
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5.4.4.5 Bit Map of Rel ease Categories

The length of this field is fromO to 251 octets.
The bit map has one bit for each rel ease category. Al
conbi nati ons are possible. The ordering of the bits is
|l eft-to-right or MSB to LSB. For exanple category O is
represented by the nost significant bit of the first byte
and category 15 is represented by the |east significant bit
of the second byte. Figure 5 graphically shows this
ordering. Bit Nis binary O if release category Nis part
of the label for the protocol data unit, and bit Nis binary
1 if release category Nis not part of the label. M ninal
encodi ng should be used resulting in no trailing all ones
octets in the release category bit map.

The bit encoding used for rel ease categories is the
reverse of MAC category encoding where a binary 1 neans
that the category is included in the |abel. For release
markings a O is used to indicate the category is included
and a 1 that the category is not included. This inversion
all ows MAC category bit maps and rel ease category bit maps
to be treated the sanme when conbining two objects together.

The rel ease category bit map in a CSL is a vector V =

(Vg V...,V ,) Where each v, is a 0 or 1 and where n is the
nunber of octets in the vector. Each category is associated
with a bit position in the vector. |If for a particular DO,
DIAis assigned v, and DEA v,, then v, = 0, v, = 1 woul d nean
the protocol data unit’s contents may be released to DI A and
not to DEA. The vector transmtted would then be 11101111
if the protocol data was to be released only to DI A

(Notice the difference with a MAC type 1 tag. If a system
has ei ght conpartnments A, B, ..., Hand if a type 1 tag
shoul d represent B and D the bit pattern would be 01010000
in the bit map section.) The final octet in a transmtted
CSL rel ease category bit map should not be all 1s.

5.4.5 Security Label Specifications

The Abstract Syntax Notation 1 (ASN. 1) definition of
the Comon Security Label (CSL) follows. This definition
shal |l be encoded as appropriate to the |ayer where it wll
be used. The syntax is for the entire | abel including both
tags and header.

15



M L- STD- 2045- 48501

ASN. 1 Definition for the Conmon Security Label

CommonSecuri tyLabel .. = SEQUENCE {
dormai nNane Domai nName
securityTags SEQUENCE OF SecurityTag
}
Domai nName = OBJECT | DENTI FI ER
SecurityTag = CHO CE {
-- Bi t mapped
type-1 [1] I MPLICIT SEQUENCE ({
sensitivitylLevel SecurityAttribute,
cat egor yFl ags BI T STRI NG
}
-- Enunerated
type- 2 [2] I MPLICIT SEQUENCE
sensitivitylLevel SecurityAttribute,
cat egorylLi st SET OF
SecurityAttribute
}
-- Category ranges - pairs nust be non-overl appi ng
type-5 [5] IMPLICIT SEQUENCE ({
sensitivitylLevel SecurityAttribute,
cat egor yRangelLi st SET OF
SecurityAttributeRange
}
-- Rel ease categories
type-6 [6] BIT STRI NG
}

-- The upperBound nust be greater than the | ower Bound
-- The | owerBound of last pair can be enpty (interpreted as
0)

SecurityAttribut eRange = SEQUENCE {

upper Bound SecurityAttribute,

| ower Bound Security Attribute }
SecurityAttribute = | NTEGER
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5.5 Tag d asses

Tags are divided into tag classes. Wen used to support
current DoD policy, the |label nunbers 1,2, and 5 defined in
this docunent belong to the Mandatory Access Control (MAQ
Sensitivity class and support the MAC Sensitivity Security
policy. They each represent a different nethod for
representing a MAC sensitivity |abel consisting of a |l eve
and a set of categories. Tag nunber 6 is a Rel ease Category
Tag.

5.5.1 Security Policy and Procedures

The security policy associated with a tag cl ass defines
how the attributes are to be used to nmake security
decisions. A CSL may include nultiple tags.

For current DoD systens and policy, the processing
procedures bel ow provide a detail ed description of steps for
transmtting packets froma "source" system processing
packets through an "internedi ate" system and receiving
packets at a "destination" system Section 5.6 describes
the general processing procedures. Additional procedures
specific to each tag class then foll ow.

In this docunent, source and destination systens are
al so known as "end" systens. Further, an internedi ate
systemdiffers froman end systemin that it does not
process a protocol data unit above the (network) |ayer. End
systens may al so act as internedi ate systens when forwarding
packets between networks. Routers are exanpl es of
i nternmedi ate systens and need only inplenent the procedures
defined for these systens.

5.5.2 Registration of Unique Tag Types

Contact DI SA to request a unique DA Ildentifier nunber.
DO defined tag types should be registered before use
outside of a closed experinental network. To register a DO
tag type the DO authority nmust submt the follow ng
information to DI SA:

a. Tag type nunber (> 127)

b. Bit level format description of the tag

c. Tag class nane

d. Description of the Security policy associated with
the tag

e. Detailed steps for processing the tag
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5.6 Processing Procedures

The processing procedures defined in this section
provi de i nplenentation gui dance showi ng the basic procedures
for TCP/IP that existing CSL inplenentations provide.
Addi ti onal procedures then follow for specific tag cl asses.

5.6.1 Source System

The CSL source systemperforns the foll ow ng steps
prior to transmtting a protocol data unit. Sone of these
steps lead to auditable events for specific security
poli ci es.

a. Cet the required security attributes associ ated
with the data to be included in the protocol data unit.

b. Select a DO to use based on the security
attributes and destination address.

c. End-systemattribute values are converted to the
val ues associated wth the DO chosen, if necessary.

d. The appropriate tags are constructed to hold the
security attributes and placed in the CSL.

e. The CSL is placed in the header.

f. The protocol data unit will be rejected if its
transm ssion violates |ocal security policy. A
configuration paraneter (which is a nane for a progranm ng
vari able) OUT-VIOLATION-MSG is used to determne if an error

nessage is to be sent to the upper |layer protocol. |[If QOUT-
VIOLATION-MSG is set to 1 then an error nmessage is passed to
t he upper layer protocol. If OQUT-VIOLATION-MSG is set to O

then no nessage is sent. The default value for QOUT-
VIOLATIONNMSG is 1. A log of all violations should be kept
in an audit | og.

5.6.2 Internediate System

In the case that internedi ate systens process the
| abel , internediate systens performthe follow ng steps in
processi ng each protocol data unit:

a. Since an end systemmay al so be an internedi ate
system first determ ne whether the |ocal systemis the
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destination for the protocol data unit. [If it is, then the
procedures described for destination system Section 5.6.3,
nmust be fol |l owed.

b. Locate the CSL in the header. If no CSL is found,
then follow the instructions described in Section 5.6.4.

c. Ensure the DO is supported by this system I|f not
then the protocol data unit is dropped and the instructions
in Section 5.6.6 for "unrecogni zed | abel” are foll owed.

d. Process each tag within the CSL. If an unrecogni zed
tag is found then follow the instructions in Section 5.6.5.

e. Using the security attributes and the associ ated
security policies a check is nmade to determne if the PDUIis
allowed to enter the system |If the protocol data unit is
refused then it is dropped and the instructions in Section
5.6.6 for "incomng violation" are foll owed.

f. If all checks pass then an algorithmw || sel ect
the proper output to forward the PDU. (This algorithm may
use the security attributes and the associated security
policies to find a possible route.)

g. Using the security attributes and the associ ated
security policies a check is nmade to determne if the PDUIis
allowed to exit the system |If a security violation is
detected then the protocol data unit is dropped and the
instructions in Section 5.6.6 for "forwarding violation" are
fol | owed.

5.6.3 Destination System

The foll ow ng procedures will be foll owed when a system
is the destination systemfor a protocol data unit. The
policy for use of error correction codes in reconstructing
received PDUs will be determ ned by the system security
authority. Sone of the following steps nay lead to
audi tabl e events in specific security policies.

a. Locate the CSL. If no CSL is found then follow the
instructions described in Section 5.6.4. |If nore than one
CSL is included in the PDU then the protocol data unit is
dropped and the instructions in Section 5.6.6 for "CSL
m ssing" are followed.
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b. Ensure the DO is supported by this system |[If not
the protocol data unit is dropped and the instructions in
Section 5.6.6 for "unrecogni zed | abel” are foll owed.

c. Process each tag within the CSL. If an
unrecogni zed tag is found then follow the procedures
described in Section 5.6.5.

d. Using the security attributes and the associ ated
security policies a check is nmade to determne if the PDUIis
allowed to enter the system |If the protocol data unit is
refused then it is dropped and the instructions in Section
5.6.6 for "incomng violation" are foll owed.

e. |If required, the security attributes are converted
to their local DO representation

f. The data in the packet and the security attributes
are passed (nmade available) to the subject identified in he
address section.

5.6.4 Unl abel ed PDUs

Some current systeminputs do not require a CSL | abel

for all incomng protocol data units. Wen this
configuration is used a default CSL will be associated with
all incomng unl abeled protocol data units for this
particul ar input channel. |If this capability is not used
the default condition is that a CSL is required for al
incomng data units. If a CSL is required and one is not

found in the data unit then the unit is dropped and the
instructions in Section 5.6.6 for "CSL m ssing" are
fol | owed.

The configured default CSL nmay be inserted in the
i ncom ng protocol data unit. Insertion of the default CSL
into the PDU may require additional nodifications to the
networ k header (e.g. new values for the header checksum or
length). |If a CSL cannot be inserted in the PDU because it
is too large to fit in the header area then the PDU is
dropped and the instructions in Section 5.6.6 for "incom ng
viol ation" are followed.

5.6.5 Unrecogni zed Tag Types
The default condition for any CSL inplenentation is

that an unrecogni zed tag type nust be treated as a error and
the protocol data unit is dropped and the instructions for
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an "unrecogni zed label"” in Section 5.6.6 are followed.

5.6.6 Error Processing

This section refers only to I P systens and sel ected | SO
systens at layer 3. It shows procedures which have been
instituted for a nunber of existing systens and gi ves an
exanpl e which can be used for developing error handling in

other systens. In IP termnology an ICVMP refers to an
I nternet Control Message Protocol which is used to handl e
error nessages. |In sonme situations, returning an | CVP

nmessage nmay violate security policy. The configuration
paraneter IN-VIOLATION-MSG is used to determne if an | CWP
nessage may be returned. If INVIOLATIONMSGis set to 1
then | CWP nessages may be returned. If IN-VIOLATIONMSG i s
set to O then no | CWP nessage may be sent in response to a
CSL problem Under no conditions will an | CVMP nessage be
returned when the problemoccurs due to reception of an | CVP
nmessage. The default value for IN-VIOLATION-MSG i s O.

For layer three IP and selected |ISO systens, the
follow ng table shows the specific nessage to return, if
al l owed by I N-VI OLATI ON- M5SG and any special handling
restrictions.

Condi tion Acti on

CSL m ssing An | CVP "paraneter problent
(type 12) is generated and nust
be returned to the originator
t hrough the same input channel
fromwhich it was received. The
code field of the ICMWP is set to
"CSL m ssing"” (code 1) and the
| CVP pointer is set to 134.

unr ecogni zed | abel An "I CVP par aneter problent
(type 12) is generated and nust
be returned to the originator
t hrough the same input channel
fromwhich it was received. The
| CMP code field is set to "bad
paraneter” (code 0) and the
pointer is set to the start of
the CSL field that is
unr ecogni zed.
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i ncom ng violation An | CVP "destination

unreachabl e" (type 3) is
generated and nust be returned
to the originator through the
sane i nput channel fromwhich it
was received. The code field of
the ICMP is set to
"conmuni cations with destination
host adm ni stratively
prohi bi ted" (code 10).

forwardi ng viol ation An | CWP "destination
unreachabl e" (type 3) is
generated and returned to the
originator. The code field of
the ICMP is set to
"communi cation with destination
network adm nistratively
prohi bited" (code 9).

5.7. MAC Sensitivity Security C ass Tags
5.7.1 Policy

The current MAC Sensitivity Security Policy (MSSP) is
based on the standard nodel wthin the DOD for protecting
sensitive paper docunents. The follow ng procedures provide
i npl enent ati on gui dance for systens which want to inpl enent
this policy.

The MSSP i s based on objects and subjects. The object
is the contents of the protocol data unit. A subject is
anything that may send or receive the protocol data unit
such as a network input or output channel, host, or
application. Each object is assigned a sensitivity |abel.
The | abel is made up of a "sensitivity hierarchical |evel"
(SHL) and a set of "sensitivity categories” (SC. A subject
is assigned a range of |labels which it is authorized to
recei ve (RECEI VE- SL- RANGE) and anot her range which it is
authorized to send (TRANSM T- SL-RANGE). The range is
conposed of a "High Sensitivity Hierarchical Level" (HSHL),
a "Low Sensitivity Hi erarchical Level" (LSHL), and a set of
"Aut horized Sensitivity Categories" (ASC). The SHL, SC,
HSHL, LSHL, and ASC are nunbers which have a one-to-one
mappi ng to a hunan readable sensitivity |evel or set of
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sensitivity categories.

A particular action is allowed if the object’s |abel
falls within the subject’s authorized range for that action.
For this to be true the follow ng conditions nust be true:

1. Object’s SHL nust be greater than or equal to the
subject’s LSHL.

2. bject’s SHL nust be less than or equal to the
subj ect’s HSHL.

3. Al of the categories in the Object’s SC nust be
included in the subject’s ASC

If the three conditions are not net then the objects
| abel is not "within range", and the action is denied, refer
to paragraph 5. 6. 6.

5.7.2 Processing Procedures

The foll ow ng processing procedures are added to the
procedures defined in Section 5.6. Al |abel conparisons
wll be made with the appropriate DO representation of the
sensitivity | abel or range.

5.7.2.1 Source System

a. Determne tag type to use to carry the object’s SHL
and SC. If the category list cannot fit into one of the tags
then the nessage is discarded. A nessage wll be sent to
t he upper protocol if the QUT-VIOLATION-MSG is set to 1.

b. After the proper output channel is selected the
protocol data unit’s Sensitivity Label wll be checked
agai nst the output channel’s SL-RANGE- PORT- QUT Label range.
If the label is "within range" then the protocol data unit
may be rel eased through the output channel. If the protocol
data unit’s |l abel is out of range then follow the
instructions in Section 5.6.1, step f.

5.7.2.2 Internedi ate System

a. Find the MAC Sensitivity Security Class tag in the
CSL. If no tag of this class is found then drop the
protocol data unit and follow the instructions specified in
Section 5.6.6 for "unrecogni zed | abel ".

b. Check to see if the protocol data unit’s
Sensitivity Label is "within range" of the SL-RANGE- PORT-I N
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| abel range. |If so then the protocol data unit nay be
accepted. If it is out of range then the protocol data unit
is dropped and the instructions specified in Section 5.6.6
for "incomng violation" are foll owed.

c. After the proper output channel is selected the
protocol data unit’s Sensitivity Label wll be checked
agai nst the TRANSM T- SL- RANGE Label range. |If the label is
"wthin range" then the protocol data unit may be rel eased.
If the protocol data unit’s |abel is out of range then the
protocol data unit is dropped and the instructions specified
in Section 5.6.6 for "forwarding violation" are foll owed.

5.7.2.3 Destination System

Fol | ow procedures a and b described in Section 5.7.2.2
above.

5.7.2.4 Specific Tag Procedures

The basic rule for processing tags is that every test
associated with each tag in a CSL nmust be passed in order
for the CSL to be forwarded. |If a CSL contains a type 1 tag
and a type 6 tag then the test for sensitivity hierarchical
| evel nust be passed followed by the type 1 tag bit map test

foll owed by the release markings bit map test. Only if al
tests are passed is the CSL forwarded.
The sensitivity hierarchical level test for a type 1,

2, or 5 tag consists of seeing if the binary nunber in the
sensitivity level sectionis within the prescribed range. A
CSL processing el enent has a stored eight bit | ower range
val ue of B and a stored upper range value of B, where B
and B, are binary nunbers with decimal values 0 to 255 and B
<= B,, Both B and B, can be set by the system security
managers. |If the CSL sensitivity |level section has the
value B the CSL passes only if B <= B <= B,

If the CSL carries a type 1 tag the processor wl|
store a vector V. (which can be set by the system security
manager) which has 1s in each position which corresponds to
a category the subject can receive (or send if it is a
transmtting test, or pass if it is an internediate test.)

Every 1 in the CSL bit map nust correspond to a 1 in V,in

order for the test to succeed and the CSL to be forwarded.

For the type 2 tag the CSL processor for a specific
DO wll have a stored list of 2-octet binary values L =
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(V, V., ..., V) where each V| = (v, V,...,V,); V, 0, 1, and
each V corresponds to a category. Call ‘the 1iét of t wo
octet enunerated values in a CSL type 2 tag L® =
(V,V,, ..., V) where the V', are 2-octet vectors.
Then eéach 2-octet vector in L° nust al so be in L. in order
for the test to be passed.

For the type 5 "range" tags the sane |list L,  used for
type 2 tags in the processor for a specific DO is used.
Then if the TOP/Bottompair T/B, where T and B are 2-octet
vectors, occurs in a CSL type 5 tag each’ b|nary val ue B
must occur in L for B <= B <=T in L. Here the val ues in
L, and T, B and B are all considered to be bi nary val ues
from0 to 255,

5.8 Release Markings Security Cl ass Tags
5.8.1 Policy

The Rel ease Markings Security Policy (RVBP) is
equivalent to the MAC Sensitivity Security Policy except
that its labels are made up of release categories. In
addition, the processing of the release categories is
different than the sensitivity categories. This section
provi des inplenmentati on gui dance for processing in this
ar ea.

The object (i.e. the protocol data unit) will have a
set of "(Object Release Categories" (ORC) associated with it.
This is essentially a list of which subjects may receive

the protocol data unit. A subject will have a set of

"Subj ect Rel ease Categories" (SRC) associated with receiving
and sendi ng protocol data units. The receiving |ist
identifies on whose behalf the subject can act when

recei ving protocol data units. The sending list identifies
on whose behal f the subject can act for sending protocol
data units. If any release category in the ORC matches a
rel ease category in the SRC then the action is all owed.

For exanpl e, suppose we have a protocol data unit CSL
wth a rel ease category list that includes just FBI and
Coast Guard (CG. This protocol data unit is sent to host A
and host B. Host A has an SRC list of DA DEA and NSA.
The protocol data unit would be rejected since the two lists
do not share at |east one category. Host B, however has an
SRC list of CG DEA, and DIA. It could receive the protocol
data unit because both lists share the rel ease category

"CG'. Notice that Host B's SRC |list did not have to contain
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the rel ease category "FBI" to receive the protocol data
unit.

An SRC list for incom ng protocol data units RELEASE-
CATEGORI ES- PORT-IN wi I | be configurable. An SRC list for
out goi ng protocol data units RELEASE- CATEGORI ES- PORT- QUT
wi Il also be configurable.

5.8.2 Source System

After the proper output channel is selected the
protocol data unit’'s ORC list will be checked against the
RELEASE- CATEGORI ES- PORT-QUT list. If the two |ists share at
| east one category then the protocol data unit is rel eased.
I f they share no categories then follow the instructions in
Section 5.6.1, procedure f.

5.8.3 Internediate System
The steps to be taken are:

a. Find the Release Sensitivity Security Cass tag in
the CSL. If nore than one tag exists of this class then
drop the protocol data unit and follow the instructions
specified in Section 5.6.6 for "unrecogni zed | abel ".

b. If the tag is present then conpare its ORC |i st
agai nst the RELEASE- CATEGORI ES-PORT-IN list. If the two
lists share at | east one category then the protocol data
unit is released. |If they share no categories then the
protocol data unit is dropped and the instructions specified
in Section 5.6.6 for "incomng violation" are foll owed.

c. After the proper forwardi ng out put channel is
selected the protocol data unit’s ORClist will be checked
agai nst the RELEASE- CATEGORI ES-PORT-QUT list. If the two
lists share at | east one category then the protocol data
unit is released. |If they share no categories then the
protocol data unit is dropped and the instructions specified
in Section 5.6.6 for "forwarding violation" are foll owed.

5.8.4 Destination System

Fol | ow procedures a and b described in Section 5.8.3
above.
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5.8.5 Processing Tag Type 6

In order for a CSL data unit to be forwarded it nust
pass the following test if it contains a type 6 te/g. The
CSL processor will contain a binary val ued vector

(Vg V..., v,) where the v, = 0 or 1, associated with the DA
inthe CSL. Call the release map in the CSL tag
V'=(v,, VvV, ...,v,), then if one or nore Os in V' are in the

same position as 0Os in Vi the test is passed. Notice the m
in V' can be less than the nin V¥ since trailing octets
with all 1s are not transmtted in CSL release tags. In
performng tests the V, can be truncated to the |ength of V,
or the CSL tag can be extended by adding 1s. Gven that m=
n then if the vector sumV + V° contains one or nore 0s the
test is passed.
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6.0 Key Wrds

Cl PSO

Common Security Label

CSL

DCPS

DTMP

DTMP WG 3

Label Standard

Mandat ory Access Control (MAC

Sensitivity Security O ass Tags

Regi stration

Rel ease Markings Security Policy (RMSP)Security Label
Prot ocol data unit

Security Label Specification

Sensitivity hierarchical |evel

SSL
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